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1
Decision/action requested

Approve the following changes to Section 5.8 of TR 33.848
2
References

None
3
Rationale

There are currently no security threats or potential security requirements for Key Issue 7.  This document adds some.
We also introduce the use of the term DSE (Discrete Security Enclave) as a general term for a secure enclave e.g. TPM, HSM
4
Detailed proposal

*** BEGIN CHANGE 1 ***

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

AUC
Authentication Centre

BSS
Business Support System

COTS
Commercial Off The Shelf

CSP
Communication Service Provider

DRM
Digital Rights Management
DSE
Discrete Security Enclave
GDPR
General Data Protection Directive
HMEE
Hardware Mediated Execution Environment
HSM
Hardware Security Module
IAAS
Infrastructure As A Service 

LI
Lawful Interception
MANO
Management and Orchestration

NAAS
Network As A Service

NF
Network Function

NFV
Network Functions Virtualisation

NFVI
Network Functions Virtualisation Infrastructure

OS
Operating System
OSS
Operations Support System
PNF
Physical Network function
SBA
Service Based Architecture

SDN
Software Defined Network
TPM
Trusted Platform Module
TLS
Transport Layer Security

UICC
Universal Integrated Circuit Card
VM
Virtual Machine
VNO
Virtual Network Operator
VNF
Virtual Network Function
*** END CHANGE 1 ***

*** BEGIN CHANGE 2 ***
5.8
Key Issue 7: Memory Introspection
5.8.1
Key issue detail

In all operating systems or virtual environments there are a number of memory management and control functions which are able to view or access all memory locations. These functions such as the kernel in desktop OSs control access to memory and are responsible for preventing applications from accessing each other’s memory spaces. In an NFV environment, the hypervisor is responsible for administering each VM’s resources and isolating the VMs from each other.
In legacy hardware networks, manufacturers apply physical separation within the physical hardware to keep sensitive control plane sub-components within a 3GPP function (e.g. key material or billing data) away from lower security sub functions or other general user plane traffic handling sub functions. This may include having different administration domains (e.g. LI sub-functions are managed via different interfaces and have separated administration).

In a virtual environment while the hypervisor plays a role in preventing one VM from accessing the memory of another (except through declared VM shared memory locations), the hypervisor is also able to inspect any memory which is directly under hypervisor control. Such access to memory or other VM resources cannot be detected by VM or 3GPP security mechanisms. Encrypting memory provides some resistance but if the keys used to encrypt the memory are also under hypervisor control (including hypervisor resource controlled DSEs) then this does not prevent introspection. 

In addition to reading memory, the hypervisor is also in many cases able to write directly to memory, bypassing normal memory access controls and security within the VNF VM. This allows an attacker with access to the hypervisor to change data within a 3GPP function at run-time or indeed change the operation of the function itself.
5.8.2
Security threats

If appropriate protection is not in place functions might be able to directly introspect the memory of other functions.
5.8.3
Potential security requirements

An NFV environment shall use a virtualisation platform which prevents one function from inspecting the memory of other functions.

Delegated administrator roles shall be used, with roles which could give a user or administrator the ability to inspect the memory of functions only used in exceptional circumstances.

Firmware/UEFI updates shall be applied in a timely manner to protect against hardware bugs and security flaws, including those which are newly found.

*** END CHANGE 2 ***
